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What does ITAR mean for SAP® Security?

The International Traffic in Arms Regulations (ITAR) is one of a
number of regulations being introduced to increase control over
exports. Whilst the title may imply that the target audience is select,
the population impacted is much broader than it would seem. In
addition to the more obvious physical items (included in the US
munitions list) covered by the regulations, less tangible items such
as defence services and technical data are also covered.

This has much wider ramifications, affecting organisations across Aerospace &
Defence, Automotive, Chemical, Engineering, Construction & Operations, High Tech
industries and even educational institutions.

The regulations require organisations to track and control shipments or transfers of
export controlled product orders and technical data under an export licence or
technical assistance agreement. Straightforward enough - but in doing so,
organisations need to ensure that technical data is only accessed by approved or
authorised employees, partners, outsourcers or contractors; control the use and
export of the data; and be able to provide accurate records of who has access to
export controlled data, when the data was accessed and why the individual required
access. These requirements present significant challenges for organisations that need
to comply.

Aside from the trials associated with the ascertainment and classification of ITAR
relevant items and the determination of the appropriate licence and administration
requirements, the challenges for organisational systems and processes are huge.

In order to comply, organisations need to ensure that all of their processes,
procedures and systems identify and manage the data required to support the control
requirements; this may involve introducing new data categories such as nationality or
different ways of tagging information. The scope of the requirements can be daunting
as they permeate throughout organisational domains, from HR to production to
Finance and IT, and cut across processes, systems, structures and even different
entities in the supply chain.
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A consistent and robust approach is required across the organisation. From a systems
perspective, there are likely to many systems which fall short of the granularity
required to provide the new security levels. The legislation introduces the need for
new forms of differentiation, both of data and of users. In addition to controlling who
has access to the relevant systems and what they can do within them, organisations
need to manage and monitor access in much greater depth, managing what users can
see and what they can do — not just what they can do to data, but what they can do
with data, e.g. copy it, download it etc.

SAP is no exception to this rule and there are a number of aspects that need careful
consideration and attention.

Definition:

ITAR is a set of United States government regulations that control the export and
import of defence-related articles and services on the United States Munitions List.
These regulations implement the provisions of the Arms Export Control Act, and are
described in the Code of Federal Regulations. The Department of State interprets
and enforces ITAR. Its goal is to advance national strategic objectives and U.S.
foreign policy via the trade controls.

For practical purposes, ITAR regulations dictate that information and material
pertaining to defence and military related technologies may only be shared with U.S.
persons unless approval from the Department of State is received or a special
exemption is used. Heavy fines can be levied if the Department of State discovers
organisations have, without approval or the use of an exemption, provided non-U.S.
persons with access to ITAR-protected products or information such as designs, test
data, processes, software code, etc.

Authorisations and Access Management

Who determines and specifies user requirements, are the existing user management
systems able to define, present or discriminate access at this level and more
importantly, are the people making the decisions fully aware of the access
implications? If an individual is to be given access are there pre-requisites such as
security clearance requirements or training attendance that need to be completed
before access is granted? All of these aspects have to be managed in an integrated
manner to avoid penalties.
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Authentication

With these heightened security requirements, are login ID and a password enough to
secure access? The whole issue of identity management becomes far more pressing:
should additional security factors be introduced such as smart cards or biometric
based checks?

Data Differentiation and control

The challenge of data differentiation is fundamental for any data that is managed, held
or accessed within the SAP systems. The precise data elements implicated need to be
understood and categories re-defined; this is particularly important in mixed use
systems which hold a combination of data (of the same type) relating to controlled and
non controlled items/orders or projects. The ability to readily identify relevant data is
pivotal to the security, but equally critical is the understanding of how that data is
represented, stored and accessed within an integrated system. The interrelationships
of data elements is at the core of SAP systems, but this centrality can also result in
surprises with data becoming visible via different modules in slightly different forms. A
thorough understanding of SAP is needed to assure the adequate security of the data.

With this in place, careful consideration needs to be given to ensure that access and
permissions are managed appropriately.

So, how to tackle the challenge?

Whilst nothing can take away the analysis and thinking required to understand the
impact, there are tools which can help to manage and enforce the associated
processes. A range of functionality within SAP Governance, Risk and Compliance
can help directly with the management of compliance with ITAR regulations.

SAP’s Global Trade Services has been developed specifically to help organisations
manage the complex trade administration of the relevant items, assisting with the
classification of articles and management of trades within agreed export licences.

Integration with the ERP system ensures that purchasing activities, production
management and contract management are aligned.

However, Access Controls also provides significant functionality to assist in the
management of the underlying authorisations requirements. Access Controls can help
embed and baseline controls within the authorisations structure, ensuring that access
and permissions are managed to required standards.
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Enterprise Role Management (ERM) can help ensure that the roles and
authorisation design is robust and remains clean and free from conflicts. This
functionality enables role owners to evaluate and assess role requirements and
changes prior to releasing changes into the system, therefore preventing potential
issues at source and facilitating ownership.

Compliant User Provisioning (CUP) helps to manage the application of the role
design to the user community. CUP enables organisations to strictly control the
assignment of sensitive data; the provisioning request system can control the
options which are made available for users to request contingent on their position
within the organisation. In addition, the granting of access to sensitive data can be
controlled efficiently using workflow, ensuring that the right people are involved.

Risk Analysis and Remediation (RAR), can be deployed to identify and manage
any conflicts concerning access to data in different areas, for example there may
be requirements to ensure that a user working on one ITAR controlled project does
not have access to data pertaining to a different ITAR controlled project; or access
to critical transactions or activities in relation to the management of the contracts.
In combination with CUP, a conflict evaluation can be enforced on every user
assignment.

Superuser Privilege Management (SPM) enables the management of exceptional
access requirements in a controlled manner. Rather than granting users wider
access as standard to perform exceptional activities, access can be granted using
a separate profile which, when utilised automatically triggers an audit trail of
activities and reports back to the owner on the precise activities undertaken and
the reasons for those activities. This helps to secure access security whilst
accommodating for exceptional requirements.
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Summary

The ITAR regulations have far reaching implications for SAP security, requiring a
fundamental analysis of existing security arrangements and potential re-definition to
ensure that the appropriate level of security can be supported within the system. New
forms of differentiation of data and users are required.

In addition to the complexities of trade classifications and export management, a
consistent and considered approach is required to authorisations across systems. A
thorough review and re-assessment of requirements is required, with particular
attention to authorisations management, authentication and data differentiation and
control. Although there is no substitute for the intellectual analysis and interpretation
required, there are tools which can facilitate both the analysis of the existing
arrangements and the definition, design and control of the new arrangements.

SAP GRC Global Trade Services can help manage the overt process and system
requirements; however GRC Access Controls can help you comply with the underlying
control requirements.
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SAP® is the registered trademark of SAP AG in Germany and in several other countries
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