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Implementing SAP® Security

SAP Implementation considerations

Security is a key consideration in any SAP project, simply due to the breadth of business data
and transactions in the system. Protecting the organisation from loss through error or fraud is
a key responsibility of the implementation team. But project deadlines, budget limits and
business urgency can put pressure on getting the system live — and less on getting it secure.

The optimum solution is to have a focused security approach within the project, resourced
independently, but integrated into the project governance. Why independent?

Independent challenge ensures a secure system without the temptation of compromise
to focus solely on go-live. Service providers are focused on getting your business live —
and may not be as focused on getting it secure

Specialist security expertise brings best practice experience from hundreds of
organisations and accelerators that support better results with less cost/risk/effort

Your SAP system will be keenly reviewed by your Auditors. A key Audit principle is that
security should be done by a third party, different from your services provider

Acting on your behalf to ensure sound Security in the SAP system and the
implementation project, including monitoring and containing service provider personnel
access to your business data, and giving independent security risk assessment

Clearly defined security workstream governance including deliverables, timescales,
responsibilities and dependencies, integrated with those of the project/service provider,
ensures accountability for service providers is fully preserved

We have a highly pragmatic approach based on hundreds of SAP projects we have delivered
and we are well aware of the stresses every project goes through: we have a well developed
view of how best to achieve success, when to push for change, when to defer matters, when
challenge can achieve results and when it causes disruption.

Why not sort out security later, after go-live?

There are three sound reasons to address SAP Security during implementation, rather than later:

1. Hugely reduces overall cost

“IT security re-implementation later costs 7 times more than getting it right first time, before the
users are live”

ISACA (Information Systems Audit & Control) study guide

2. Avoid User disruption & loss of confidence

Subsequent change means re-design, re-test and re-deploy — which means imposing un-
necessary change on your Users, perhaps taking away some of the authorisation and access
they had until then — never a comfortable step and giving rise to User frustration

3. Optimised Governance, minimised Risk

Often Users are given too much rather than too little access. Both cause issues - either
preventing Users from carrying out their business or, with too much access, increasing the risk
of fraud or User error
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sub3 Solutions

su53 Solutions focuses exclusively on Security and GRC in businesses using SAP, and is
one of the few businesses dedicated to the continued development of expertise in applying
SAP Security and SAP GRC (Virsa) technology.

We often work alongside SAP Service Providers, onshore and offshore, ensuring effective
measures to uphold and improve the level of Security & Governance in our Clients’
businesses, and introducing new ways of reducing the cost of security and compliance.

Examples of su53 Solutionsd6é approach

SAP SECURITY IMPLEMENTATION CONSIDERATIONS
Advising on the merits of the SAP GRC suite for attaining/maintaining compliance
Working with and involving your auditors before and during the project

Critical Success Factor 1: preparation ahead of project
- Define your organisation/IT/SAP security policy
- Determine a suitable access control framework
- Defines security roles & responsibilities, especially within business users

Critical Success Factor 2: integrated project governance
- Commence communication encourage security to be seen as a business issue, not just up to IT
- Adopt the SAP security “ten commandments” of best practice learning to ensure success

Critical Success Factor 3: “security is forever — not just a project”
- Design robust business-as-usual processes and operations
- Focus on developing a pervasive security culture across everybody
- Plan to run periodic Risk Reviews to validate security & pre-empt issues and audit matters

SU53 SOLUTIONS PROJECT TOOLBOX

Templates
- SAP Security Policy
- SAP Access Control Framework
- Checklist for Project Security activity
- Pre go-live checklists for SAP Security and for SAP GRC

GRC projects
- Business Case/Return on Investment model
- Executive presentation on GRC, what it is/does; how to ensure successful GRC projects
- “Accelerator” GRC implementation methodology for best results, fastest time/lowest cost

“Ten Commandments” best practice rules for SAP security projects
Risk Review audit/action recommendation workshop

Change Management principles & techniques for SAP Security

SAP? is the registered trademark of SAP AG in Germany and in several other countries
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