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Toolbox for SAP® Security

su53 Solutions Toolbox

The Toolbox is a series of utilities, reports and tools that su53 Solutions uses to increase
efficiency in the services it provides to its Clients. The Toolbox is not at present subject to
formal software production, distribution, documentation and maintenance, and thus is not
suited as a Client offering in itself, but offered as part of wider service. The Toolbox ensures:

Minimum disruption to the Client through minimising manual investigation
Improved quality of analysis and reporting through automation

Reduced cost of risk review analysis and reporting

Enables cost-effective regular remote security reporting analyses

Sample Reports

Report to show/issue notification when client settings are changed
Report to show when system parameters are changed

Report to show who is locking users by wrong passwords, including the ip address or machine name
where the failed logon attempt originated

Report to show when anyone logs on as SAP*/DDIC or other freely definable superuser, including
the IP address, and when the log-on attempt occurred (includes failed attempts)

Alert when someone changesi/tries to change own id

Report on users who have had SAP_ALL assigned / any specified roles assigned during a period,
including transactions they have executed in the time they had this access

Report on when central teams have access that is not standard
Report on deviancies from agreed security parameter settings
Automatic informing the Security Administrator when someone has run su53

Enhancement to transacised” SU&Bo 1t tos rmbpulatédmiiskng e
authorisation values

Report on user administration for a defined period: how many users created, deleted, passwords
reset, roles added and deleted

Report to show which org levels are in a role and what values they are authorised for
Report to show roles with open Authorisation Objects

Report on who imported transports

The "Transport Gatekeeper ": query on which transports contain defined/sensitive objects
Report to show who has executed ABAP programs via se38 and sa38

Report on who has a developer key installed

Report on user details (fields from tables USR02, V_USERNAME, USR21, ADR6, ADCP)

Report on users where User Master Data is not complete, e.g. missing Department / where Last
Name/First Name is the same as the Userid

Report on users with suspected generic or test accounts (any user with *tes*, *gen* etc)
Report on suspected duplicate accounts - similar names, same email etc
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Report on batch jobs scheduled by/executed as

Report on changes to roles in production. Program sends message to Line Manager for every role
change not related to a transport

Report on differences between roles in Q and P

Report on conflicting access

Report on which users have access to company code/any org level and what roles they have
Report on custom or other ABAPs without hard-coded authority check statements

Report on what tables a program accesses (display or change access required). Output includes the
Auth Group that the table is assigned to

Report on Authority Checks in programs/transactions (useful when implementing first use of a
transaction)

Monthly report calendar: configurable for reports/transactions that need to be run monthly

Report on critical transactions - defines critical transaction list, which roles have those transactions,
which users have those roles

User comparison report at role level (shows roles assigned to 2 users for easy identification of
differences)

Licensing data report

Count number of log-ins

Send message to individual user(s), multiple users or user groups
Automatically close client settings at a particular time

Export sapgui version of user

Create users from spreadsheet - BDC session

Create roles/adjust org level data by ABAP

Automated dormant user process (not logged on in xx days, never logged on) and automatic lock,
with associated reporting

Report on people who frequently lock their account
Enforced naming convention on transports

Approval of SAP access

Monitor conflicting access with simulated role assignment

Leavers process : uploads leavers from HR report or helpdesk system, auto delete/expire account,
associated reporting

Auto logging off and locking of a user at a specific time: Auto removal of a role at a specific time
Maintain central user matrix
Maintain approved parameter settings in custom table
Program to mass lock/unlock users. Program to remove expired roles
Display only version SM59
Establish redundant roles in a User Master Record
Password self service; Password distribution
Role self service
Critical Task Monitoring Cockpit
- Who can Create transports and which roles allow this access
- Who can Release transports and which roles allow this access
- Who can Import transports and which roles allow this access
- Who can change system parameters and which roles allow this access
- Who can change client settings and which roles allow this access
- Who can create users and which roles allow this access
- Who can change users and which roles allow this access

SAP® is the registered trademark of SAP AG in Germany and in several other countries
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